


The regulatory environment in Australia and abroad continues to present 
greater scrutiny, compliance obligations and unwanted media attention. 
Set out below are seven key issues we expect will demand greater focus for 
organisations this year.

Privacy breaches will continue to have significant cost and brand 
ramifications for organisations.

Analytics will continue to be a hot topic as organisations unlock valuable 
insights to drive strategic initiatives.

Whistleblower protection will be at the forefront of initiatives to combat 
foreign bribery and corruption.

International arbitration will increasingly be used as a means to resolve 
international commercial disputes.

New powerful technology will enable early identification of evidence to 
support or defend commercial disputes and litigation.

Class action activity will proliferate with legislative developments, profit 
downgrades, negligent financial advice and cyber incidents.

Organisations will require new technology to respond to inevitable and 
unwanted corporate investigations.

McGrathNicol invests in enhancing our expertise and technology capabilities. 
In the year ahead, we look forward to putting these capabilities to work with 
boards, senior management, government and legal advisors, to respond to 
these and the many other challenges they face.
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Technology will be the dominant issue for organisations 
in 2017, changing the way our clients, legal firms, 
forensic accountants and technology specialists perform 
their work.

FORENSIC FORECAST 2017



Frequent media headlines are evidence 
that privacy is increasingly at the forefront 
of people’s minds. A stream of high profile 
data breaches has heightened public 
awareness of the vulnerability of our 
personal and sensitive information. Recall 
the 500 million Yahoo account users whose 
details were compromised, the Australian 
Red Cross announcing that a file containing 
over 550,000 Australian donors’ personal 
information had been made publicly 
accessible and the fears that surrounded 
the Census debacle. 

Recently, the Privacy Amendment 
(Notifiable Data Breaches) Bill 2016 was 
introduced which, if passed, presents an 
obligation for mandatory data breach 
reporting by organisations. A serious 
data breach occurs where personal, 
credit reporting, credit eligibility, or tax 
file number information is subject to 
unauthorised access or disclosure and there 
is a real risk of serious harm to the affected 
individuals. 

 

Key elements of the Bill include:

 ■ organisations must notify the Privacy 
Commissioner and affected individuals;

 ■ where it is not practical to notify each 
affected individual, organisations should 
take reasonable steps to publish a notice 
about the data breach, for example on 
the company website; and

 ■ there may be some exceptions to 
complying with this requirement,  
for example where notification would  
be contrary to the public interest.

We are seeing an increasing number of 
clients proactively review their privacy  
risk management frameworks to ensure 
they meet their privacy compliance 
obligations and ensure both the risks of  
a privacy breach, and their response to it,  
are managed effectively. 

In 2017, we expect that organisations will 
recognise that a privacy breach not only 
has significant ramifications on customer 
perception and brand reputation, but there 
is also the cost of any potential fines and 
remediation required. 

Is your organisation vulnerable to  
a potential privacy breach?

PRIVACY



Do you realise the value of your data?

ANALYTICS

Analytics continues to be a hot topic as 
organisations realise the value generated 
and seek to unlock insights from the data 
assets they already possess. 

2016 saw the analytics field continue to 
grow. Organisations are getting smarter  
at using the data within easy reach, such 
as customer databases, financial records 
and other structured data sets. However, 
the use and understanding of ‘unstructured 
data’ is still developing. 

Unstructured data refers to emails, 
internal documents and speech, which 
researchers estimate comprises 80-90% 
of usable business information. In the 
field of forensics, we have long used text 
analytics on unstructured data to assist 
legal, compliance teams and investigators 
to automatically classify emails, chat 
logs and business documents, allowing 
prioritisation in their review and improved 
efficiency. However, text analytics has far 
more applications than searching text and 
classifying documents.

Text analytics is the process of extracting 
information from unstructured data that 
allows it to be used for real and meaningful 
analysis. It can measure customer or 
employee sentiment, summarise content, 
analyse voice transcripts and crawl the web. 

When you add the data that exists on the 
internet and social media to your own 
unstructured data, it is easy to see that 
unlocking this information can provide 
many valuable insights and help drive 
strategic initiatives. 

In 2017, we see organisations using text 
analytics for: 

 ■ leveraging social media to understand 
customer sentiment and reaction to 
products and events and feeding this 
information into econometric models 
to improve their marketing spend 
effectiveness. Social media will also 
be leveraged and monitored to enable 
organisations to better respond to and 
manage crisis events;

 ■ helping human resource teams 
understand how employees work 
together, for example, identifying 
employees who are not engaging 
with the business and utilising this 
information to improve employee 
turnover;

 ■ adding unstructured data sources to 
existing analysis of easy-reach data to 
significantly enhance and improve the 
insights gained. This will be effective for 
businesses with compliance, legal and 
regulatory matters.



The rise of global markets brings 
increasing cross-border risks for Australian 
organisations operating internationally. 
One well recognised and major risk is 
foreign bribery – an Australian organisation 
engaging in corrupt transactions in 
foreign jurisdictions in breach of local and 
international anti-bribery legislation.

Three recent releases demonstrate that 
whistleblower protection is at the forefront 
of initiatives to combat foreign bribery and 
corruption.

ISO 37001:2016 

This standard was developed to enable 
business to adapt and implement 
reasonable and proportionate measures 
aimed at preventing, detecting and 
responding to foreign bribery. These 
measures include empowering and 
encouraging an organisation’s own  
people to report actual or suspected 
foreign bribery incidents. 

In 2017, we expect to see Australian 
organisations applying ISO 37001:2016 
and leveraging new approaches to 
whistleblower protection in order to  
better mitigate the risks of foreign  
bribery and corruption. 

Whistling While They Work 2

This major research project from Griffith 
University surveyed 702 Australian 
organisations and found:

 ■ an increased focus on whistleblower 
protection;

 ■ a greater willingness to allow and act on 
anonymous reports of wrongdoing; and

 ■ an urgent need for whistleblower law 
reform such as extending criminal 
whistleblower reprisal from the public  
to the private sector.

National Action Plan 2016-2018

Reassuringly, the Australian Government 
has signalled its commitment to review 
private sector whistleblower laws in 2017. 
As a signatory to the United Nations’ Open 
Government Partnership declaration, the 
Government has developed a National 
Action Plan 2016-2018, with a key 
commitment to “Improve whistleblower 
protection in the tax and corporate 
sectors”. With significant public interest 
in this initiative, we anticipate that the 
National Action Plan will result in new 
federal whistleblower protection provisions 
for the private sector which, in turn, will help 
in the fight against foreign bribery. 

The tide has now turned with legislation 
expected in 2017.

WHISTLEBLOWER PROTECTION



What will the next 12 months see for 
international arbitration activity in Australia? 

INTERNATIONAL ARBITRATION

International arbitration is increasingly 
used as a means to resolve international 
commercial disputes. 

In 2017, the signs suggest an increase in 
arbitration activity in Australia, whether as 
the seat of the proceedings, or in Australian 
based clients adopting arbitration to resolve 
their international disputes. Why?

Firstly, as Australian organisations continue 
to increase trade in global markets with 
multinational partners, it increases the 
likelihood of participating in international 
arbitration.

Secondly, the choice of jurisdiction for 
arbitration is influenced by many factors, 
such as the depth and quality of arbitrators 
and practitioners, the stability and 
sophistication of the legislative framework, 
the enforceability of arbitral awards and the 
familiarity of language in the chosen region. 

Whilst Hong Kong and Singapore are 
popular regional centres for international 
arbitration in the APAC region, trading 
partners from outside these centres 
are increasingly looking to Australia. 
Recognising this, international law firms 
operating in Australia have recently been 
establishing dedicated international 

arbitration teams and bringing in 
experienced arbitration partners from the 
United Kingdom, Hong Kong and Singapore 
to lead them. 

A word of caution

There is no doubt that international 
arbitration has many advantages to  
its users: jurisdictional preferences,  
the enforceability of arbitral awards and 
limited recourse to appeal decisions to 
name but a few. 

However, as more international contracts 
include dispute resolution clauses favouring 
international arbitration, the use of overly 
complicated dispute resolution clauses 
in an attempt to generate efficiency 
measures can actually impair the efficiency 
of the process. Considerations such as 
the timeframe for the dispute resolution 
process, the rights and obligations of the 
parties and the selection of jurisdiction are 
crucial to preserving the effectiveness of 
the process. 

Moving forward, care should be taken not to 
over-complicate the process and lose the 
relative simplicity that was a driving force in 
opting for arbitration over litigation in the 
first place.



Technology is enabling earlier assessment of 
evidence to support or defend disputes.

EARLY DISPUTE ASSESSMENT

Profession, the Courts and potential 
litigants and their advisers are continually 
evolving strategies to reduce the cost of 
disputes. New models for sourcing legal 
advice are being developed in response 
to the market’s increasing demand for 
flexibility. 

The Courts continue to develop case 
management practices aimed at 
streamlining proceedings by dispensing 
with or limiting processes and being 
increasingly directive. The Federal Court 
has taken the lead with the Central 
Practice Note: National Court Framework 
and Case Management. 

This introduces the Concise Statement 
method for originating proceedings, 
recognising the value of early identification 
and assessment of the legal, commercial 
and evidentiary elements as a means of 
minimising costs. Quality of evidence (and 
cost of procuring) and quantification of 
loss or damage are no longer trailing issues 
but are being considered in parallel with 
legal merit.

The appetite to know more sooner is being 
satisfied through access to technology. 

Secure cloud-based solutions enable 
potential litigants to readily understand 
large amounts of data, find key information 
faster and identify relevant connections 
across ever-changing data sources.  
This can be undertaken without disruption 
to ongoing business, with access and 
visibility restricted as required and 
from the desktop of the investigator 
in full collaboration with internal and/
or external advisors and lawyers. Such 
capability enables parties to get an early 
understanding of available evidence to 
inform legal strategy or indeed, a pre-
litigation resolution. 

In 2017, with the support of technology 
enabled investigations, the business 
mantra of “failing fast”, that is minimising 
costs of disputes by getting an outcome 
sooner rather than later, will increasingly 
resonate in the sphere of commercial 
disputes and litigation. 

Our investment in this area has assisted 
clients in achieving understanding of 
their position better and sooner with 
consequent favourable impact on strategy 
and cost. 



Where to look for the next big class 
action.

CLASS ACTIONS

The last 12 months has been an active  
time for class actions with new and high 
profile claims, such as the Volkswagen 
emissions consumer claim and the QBE 
profit downgrade. 

We have also seen important legislative 
developments, with Queensland 
introducing a class action regime to  
mirror regimes in other states and the 
Federal Court. 

In case law, there have been significant 
decisions such as Money Max v QBE, 
allowing all members of an open class to 
share in the rewards and costs of the claim 
irrespective of whether they had signed a 
Litigation Funding Agreement. In a recent 
Federal Court judgement, the Court 
held that it had the power to determine 
a reasonable level of commission for 
litigation funders. 

The above developments should 
provide continued impetus to an already 
burgeoning litigation funding and plaintiff 
law firm industry and the increased need 
for event studies and quantification. 

In 2017, we expect to see a high level  
of class action activity including:

 ■ securities class actions when listed 
entities have unexpected profit 
downgrades. Private investors, large 
institutional and superannuation funds 
may become more active as members 
demand greater corporate responsibility 
from their investments;

 ■ continued claims arising from negligent 
financial advice as the focus on the 
financial institutions and their services 
shows no sign of waning; and

 ■ class actions from Cyber incidents, 
particularly where there have 
been significant data breaches in 
organisations with large databases 
involving customers’ personal 
information. The issues that arose for 
the Government, ABS and  
IBM in relation to the 2016 Census are  
prime examples of the risks and damage 
that can be caused. A class action arising 
from a large scale data breach or cyber-
attack seems inevitable.



Technology is changing the way investigations 
are undertaken.

INVESTIGATIONS

Investigations continue to attract 
considerable media attention. Themes 
such as fraud, corruption, false accounting, 
tax evasion, corporate wrongdoing, 
cartels, employee misconduct and 
discrimination, through to the more  
recent phenomena such as cybercrime, 
reveal the breadth of investigative work. 
Organisations need to be able to respond 
to these inevitable unwanted business 
events.

The treatment of whistleblowers in 
Australia has seen the introduction of  
new legislation. This will increase both 
protection and notifications. 

In 2017, we see technology and technology 
able professionals continuing to make 
inroads to these investigative methods. 
Technology assisted review, social media 
analysis and automated data analysis 
across large data sets are providing  
greater capability.

End-to-end review platforms are able  
to ingest data faster and look for the 
needle in the haystack more efficiently.

Continuing traditional investigative 
techniques with new technology can  
be challenging. There are benefits when 

conducting multiple inquiries but often 
organisations will rarely have a need. In 
such instances organisations are able  
to access outsourced technology to 
conduct an investigation, which is more 
cost effective than an investment in 
hardware and systems.

The expectations of regulators, 
enforcement agencies, shareholders and 
boards are that, should an investigation 
be launched, the truth will be contained in 
data if not known by staff. Implementing 
tested methodologies and leveraging 
experienced technology specialists will 
deliver greater insight into your data and 
efficiencies. 

Notices to produce are broad and can 
be costly instruments to comply with. 
It is important that an organisation can 
demonstrate it has adequately complied 
with Notices and is able to set out the 
process undertaken which technology 
assists.

Increasingly, we are assisting our clients 
with demonstrating their compliance  
and helping formulate their strategies 
going forward.
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